
 

ISSN: 3071-4656 

DOI: 10.66372/JGER.v1i1.1 
1 

 
 

 

 

JOURNAL OF GLOBAL ENGINEERING REVIEW 

 

 

ISSN: 3071-4656 

A transferability benchmark of graph neural networks for cross-

domain risk contagion identification: GAT, GraphSAGE, and 

GCN across financial, cyber, and epidemiological networks 

Daniel R. Whitaker 

Department of Computational Risk Analytics, College of Engineering, Northeastern University, Boston, MA 02115, USA 

A b s t r a c t   

Risk contagion across heterogeneous networks—shock propagation between financial markets, lateral movement of 

intrusions across enterprise hosts, and pathogen spreading along contact graphs—shares a common formal structure 

but is rarely studied jointly. We construct a unified benchmark that aligns three publicly derived graph corpora (an 

interbank-style transaction subgraph, an authentication-flow subgraph from enterprise telemetry, and an SNAP contact 

graph augmented with synthetic exposure labels) under a single node-classification protocol, and run a controlled 

comparison of three widely deployed graph neural networks: Graph Convolutional Networks (GCN), GraphSAGE, and 

Graph Attention Networks (GAT). Models are evaluated in three regimes: in-domain training, cold-start cross-domain 

transfer with frozen encoders, and adapter-based fine-tuning on a 5% target sample. Across 27 (model × source × 

target) configurations, GAT attains the highest in-domain F1 and the most stable transfer in financial→cyber pairs, 

GraphSAGE leads on the epidemiological target due to neighborhood-sampling robustness on long-tailed degree 

distributions, and GCN shows the steepest performance gap when transferred without adaptation. We discuss when 

neighborhood attention helps versus when sampling-based aggregation suffices, and present an analysis of feature drift 

and label-noise sensitivity. The benchmark, while not exhaustive, offers a reproducible reference point for cross-domain 

GNN deployment in risk-sensitive applications. 

K e y w o r d s :   Graph neural networks; risk contagion; cross-market financial spillover; lateral movement detection; 

epidemic spreading; transfer learning; benchmark. 

1. Introduction 

Risk seldom respects domain boundaries. A liquidity stress event in one corner of an equity market can cascade 
across asset classes within minutes [1]; a single compromised credential triggers lateral pivots that expose 
adjacent hosts before any signature-based defense reacts [2]; a respiratory pathogen introduced into one 
community ward radiates through contact patterns that look, structurally, very similar to the previous two [3]. 
Recent empirical work has emphasized that the abstract object underlying all three is a graph in which a small 
set of "amplifier" nodes carries an outsized share of contagion mass [4], and that identifying those amplifiers 
ahead of time is more valuable than reconstructing the cascade after the fact [5]. 

Despite this conceptual convergence, the literature on risk contagion has remained largely siloed. Financial-
economics research models cross-market spillover with VAR-derived networks and centrality measures, 
sometimes augmented with credit-transmission analyses for supply-chain finance [6] or with multi-source data 
fusion to predict consumer-credit defaults [7]. Cybersecurity work approaches lateral movement through 
attack-path reasoning [8], graph-based behavioral detection of supply-chain intrusions [9], and ensemble 
learning over temporal threat features [2]. Epidemiological modeling has, since 2020, increasingly drawn on 
machine-learning hospital-utilization forecasts during outbreak surges [10] and rule-enhanced risk stratification 
for vulnerable elderly cohorts [11]. The methods used in each silo overlap substantially—node embeddings, 
message passing, attention—yet head-to-head transferability evidence is scarce. 

Graph neural networks (GNNs) are an obvious bridging tool. GCN, GraphSAGE, and GAT have all been 
deployed for financial fraud and anomalous transactions [12], for malicious-account detection on social 
platforms via temporal graph features [13, 14], and—in adjacent biomedical contexts—for graph-attention-
based feature selection on multi-omics data [15]. Knowledge-graph completion methods have likewise pushed 
relational message passing toward higher representational efficiency [16]. What is missing is a controlled 
comparison: when the same three architectures are presented with structurally analogous but semantically 
different graphs, which inductive bias actually transfers, and where do the gains come from? 

This paper provides such a comparison. Our contributions are: 

(1) Three aligned subtasks under one protocol. We assemble a financial cross-market subgraph 
(anonymized inter-institution exposure flows), a cyber lateral-movement subgraph (authentication and 
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process-launch edges from enterprise host telemetry, in the spirit of [17]), and an epidemiological contact 
subgraph (SNAP-derived contact networks augmented with synthetic exposure labels), and convert each into 
a binary node-classification task with a calibrated positive rate. 

(2) A controlled comparison of GCN, GraphSAGE, and GAT under three regimes: in-domain training, 
cold-start cross-domain transfer with frozen encoders, and adapter-based fine-tuning on a 5% target sample. 
The third regime echoes the spirit of cross-context transfer-learning evaluation in behavioral generalization 
[18]. 

(3) An empirical map of where each architecture wins. GAT dominates in-domain financial scoring; 
GraphSAGE leads under degree-skewed contact graphs; GCN remains a competitive baseline only when the 
source and target graphs share comparable density. 

(4) A discussion of operational constraints—privacy, fairness, and robustness—that determine whether a 
model that wins in benchmarks is actually deployable in regulated environments such as community banks 
[19], cross-border financial transaction monitoring [20], or healthcare claims surveillance [21]. 

The remainder of the paper is organized as follows. Section 2 reviews the three application literatures and the 
GNN methods that have grown out of them. Section 3 formalizes the cross-domain task and details the three 
architectures. Section 4 describes the dataset construction and evaluation protocol. Section 5 reports results. 
Section 6 discusses operational and ethical implications. Section 7 concludes. 

2. Related Work 

2.1. Risk contagion in financial networks 

Empirical analyses of US credit-equity stress periods document risk-amplifier nodes whose pre-shock 
topology already encodes their post-shock importance [5]. Cross-asset liquidity contagion pathways have been 
recovered with AI-enhanced hedging-strategy optimization [1], and graph-attention networks have been 
applied directly to identify cross-market amplifiers [4]. At the institutional level, lightweight stress testing using 
variational autoencoders combined with extreme value theory has been proposed for small and medium 
financial institutions [22], and ensemble anomaly detection with explainable AI has been deployed for 
community-bank multi-risk warning [19]. Adjacent work on counterparty exposure includes deep-learning 
dynamic margin-period-of-risk prediction [23] and adaptive importance sampling for jump-diffusion CVA [24]. 
Synthetic-identity fraud and money-laundering detection in real time has likewise been tackled through 
enhanced feature engineering [25], with related contributions on AML compliance auditing [26], supply-chain 
credit transmission [6], and intelligent credit-risk assessment for small and medium enterprises based on multi-
dimensional data fusion [27]. 

Beyond bilateral exposure, market-text channels matter. NLP-driven risk-signal detection on asset-backed 
securities text [28] and ESG news sentiment quantification for portfolio outcomes [29] have shown that off-
balance-sheet narrative content carries non-trivial predictive content for systemic risk. Risk-aware portfolio 
optimization for ultra-high-net-worth clients in volatile markets [30] and dynamic asset allocation for target-
date funds [31] connect these signals back to portfolio actions. Behavioral-sequence-based real-time fraud 
scoring [32] and time-decay-aware incremental feature extraction for transaction fraud [33] further illustrate that 
contagion-relevant features are themselves time-varying. 

2.2. Lateral movement and cyber contagion 

Lateral movement has been modeled as a graph-traversal problem under uncertain edge weights. Industrial-
control attack-path reasoning over knowledge graphs offers explainable hop-by-hop scoring [8], while supply-
chain intrusion detection has been recast as a graph-learning problem over software-package dependency 
edges [9]. AI-driven temporal threat classification [2] complements ML-based risk frameworks for data-leakage 
prevention [34] and federated-learning–based privacy-preserving network analytics [35, 36]. Firmware 
vulnerability detection with hybrid analysis [37] and zero-day attack early warning in cloud infrastructure [38] 
cover the host- and infrastructure-side of the same problem, and telemetry-driven detection has been compared 
specifically for dual-purpose operational and security optimization at the edge [39]. Anomalous login behavior 
in enterprise networks [17] and large-language-model–assisted threat intelligence [40] round out the toolkit. 

2.3. Epidemic-style contagion on contact graphs 

Public-health early-warning systems combine spatial mobility, contact reports, and environmental signals into 
community-scale infection forecasts [3]. Hospital resource demand under infectious-disease surges has been 
benchmarked against ML forecasters [10]. Risk stratification for adverse outcomes in elderly cohorts—e.g., 
polypharmacy interactions [11]—and integrated prediction–intervention–evaluation frameworks for hospital 
readmission management [41] use graph-like patient-similarity structures even when not labeled as graphs. 
Healthcare claims temporal anomaly detection [21] and intelligent recognition of anomalous medical-insurance 
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behavior [42] use techniques structurally close to those used for financial transaction anomalies—an early hint 
that cross-domain transfer might be feasible. 

2.4. GNN architectures and methodological neighbors 

The three GNN families studied here—GCN (spectral neighborhood averaging), GraphSAGE (sampled-
neighborhood aggregation), and GAT (attention-weighted aggregation)—have each accumulated domain-
specific evidence. Graph-based representation learning has become a default for financial-fraud and anomaly-
transaction detection [12]. Graph-attention-based feature selection in multi-omics drug-target prediction [15] 
illustrates the same attention bias that we will probe here on financial graphs. Temporal graph feature learning 
for early detection of malicious accounts [13] and graph-based temporal behavior analysis for coordinated 
malicious accounts [14] confirm that the time axis matters for both cyber and social-platform variants of lateral 
movement. Knowledge-graph completion through efficient relational context perception [16] sits 
methodologically adjacent: it shares the message-passing formalism but places more weight on edge typing 
than node features. 

Comparative studies of ML algorithms on structured tasks—e.g., filter-based feature-selection methods in 
high-dimensional classification [43] and oversampling-ensemble interactions on imbalanced tabular data [44]—
provide the methodological hygiene needed for fair benchmarking. Multi-source data fusion for credit-default 
early warning [7] and feature-attribution explainability for market-risk stress scenarios [45] feed directly into 
the feature-engineering and explainability components of our pipeline. 

2.5. Cross-domain transfer and operational constraints 

Whether a model trained on one risk graph generalizes to another is partly a transfer-learning question. 
Comparative evaluation of transfer learning for cross-context behavioral generalization in autism-spectrum 
interventions [18] is technically far from finance, but the protocol it uses—source–target performance gap, 
adapter fine-tuning, holdout context—maps cleanly onto our setting. Agentic AI surveys note that practical 
deployments increasingly compose specialized models across heterogeneous tasks rather than retraining single 
monoliths [46], a trend echoed in multi-agent online learning under dynamic environments [47] and web-agent 
reinforcement learning under multi-cost and failure-risk constraints [48]. These pieces motivate the engineering 
choice we make in Section 3 to factor encoders from heads. 

Operational constraints—privacy, fairness, robustness—are first-order in deployed risk systems. Privacy-
preserving collaborative learning across healthcare institutions [49], adaptive privacy-budget allocation for 
federated learning in healthcare [50], and a systematic review of privacy-preserving federated learning in 
medical AI [51] map directly onto the cross-institutional settings we anticipate for the financial and 
epidemiological subtasks. Differential-privacy mechanisms for federated document classification [52], 
collaborative privacy-preserving risk monitoring across financial institutions [53], and privacy-aware AI for 
rare-disease patient discovery [54] complete this picture. Fairness-aware feature attribution for credit scoring 
[55] and fairness-accuracy trade-offs in AI credit scoring under multiple constraints [56], together with fairness-
aware multimodal fusion for chronic-disease risk prediction [57], will reappear in our discussion as constraints 
on model selection. 

A summary of the most directly comparable studies appears in Table 1. 

Table 1. Summary of related studies and their technical contributions referenced in this benchmark. 

Study 
(cite) 

Domain Graph / Method Key contribution to our 
framework 

[5] Finance Network topology 
analysis 

Pre-shock topological signatures 
of stress 

[1] Finance AI-enhanced contagion 
mapping 

Cross-asset liquidity pathways 
and hedging 

[4] Finance Graph attention network Cross-market amplifier 
identification 

[12] Finance Graph representation 
learning 

Fraud / anomaly transaction 
baseline 
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Study 
(cite) 

Domain Graph / Method Key contribution to our 
framework 

[6] Finance Credit-transmission 
analysis 

Supply-chain credit propagation 
prior 

[2] Cyber Ensemble + temporal 
features 

Threat-pattern classification 
baseline 

[8] Cyber Knowledge-graph 
reasoning 

Explainable attack-path scoring 

[9] Cyber Graph learning Software supply-chain intrusion 
detection 

[17] Cyber ML comparison Anomalous-login labeling 
protocol 

[3] Public health Practical AI early 
warning 

Community-infection labeling 
reference 

[10] Public health ML forecasting Hospital-resource demand under 
surges 

[15] Biomedical Graph attention feature 
selection 

Attention bias evidence 
transferable 

[16] KG 
completion 

Relational message 
passing 

Edge-type-aware aggregation 
reference 

[18] Behavioral Transfer-learning 
evaluation 

Cross-context fine-tuning protocol 

[7] Finance Multi-source fusion Credit-default early warning 
features 

 

3. Methodology 

3.1. Problem formulation 

Let G = (V, E, X) be a directed attributed graph, with node features X ∈ ℝ^(|V|×d) and a binary label vector y 
∈ {0,1}^|V| where y_i = 1 marks node i as a contagion-positive node. The semantics of "contagion-positive" 
differ by subtask: a financial node is positive if it experiences a meaningful exposure shock within a fixed 
window after a market stress event; a host is positive if it appears as an intermediate or terminal node on a 
confirmed lateral-movement path; and a person/contact-node is positive if it tests symptomatic or seroconverts 
within an incubation window. The cross-domain task asks: train a model on a source graph G^(s) and predict 
y^(t) on a target graph G^(t) from a different domain. 

We focus on three regimes. Regime A (in-domain): train and evaluate on the same domain, with a temporal 
split. Regime B (zero-shot transfer): freeze the encoder trained on G^(s) and attach a randomly initialized 
linear head on G^(t), training only the head. Regime C (5%-fine-tune): as B, but allow the last GNN layer 
plus the head to adapt on a 5% target sample. 

3.2. Three GNN architectures 

We study three architectures with the message-passing form h_v^(l+1) = σ(W^(l) · AGG({h_u^(l) : u ∈ N(v)}) 
+ b^(l)). 
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GCN. Aggregation is symmetric normalized: AGG(·) = D̃^(−1/2) Ã D̃^(−1/2) H. We use 2 layers with hidden 
dimension 128 and ReLU. 

GraphSAGE. Neighborhoods are sampled (sizes 25 and 10 at the two layers), and aggregation is mean-pooled 
with concatenation of self and neighborhood features. This sampling is what we expect to help on heavy-tailed 
degree distributions characteristic of social-contact and authentication graphs, an inductive bias whose value 
has also been observed for clustering-based banking customer segmentation [58]. 

GAT. Attention weights α_vu are learned per edge with a single-head LeakyReLU score, and we use 4 heads 
at the first layer (concatenated) and 1 head at the second (averaged). Following the attention-bias evidence 
from biomedical multi-omics [15], we expect attention to help most where node-feature signal-to-noise is 
variable—plausibly on the financial subtask, where some institutional nodes are sparsely featurized. 

A side-by-side comparison of the three families on dimensions that matter for risk applications appears in 
Table 2. 

Table 2. Comparison of the three GNN architectures across properties relevant to risk-contagion graphs. 

Property GCN GraphSAGE GAT 

Aggregation Symmetric 
normalized mean 

Sampled-
neighborhood mean 
(with concat) 

Attention-weighted 
sum 

Per-edge weighting Fixed by 
adjacency 

Uniform within 
sample 

Learned per edge 

Scalability to dense 
hubs 

Moderate High (sampling) Lower (full 
attention) 

Robustness to label 
noise 

Moderate Higher empirically Lower at high flip 
rate 

Best fit (this study) Sparse, 
homogeneous 
graphs 

Heavy-tailed degree, 
large hubs 

Variable per-node 
SNR 

Hyperparameters tuned Hidden dim; layers Sample sizes per 
layer 

Heads per layer; 
head averaging 

Computational cost (1 
epoch, FIN) 

0.31 s 0.42 s 0.78 s 

 

3.3. Feature engineering 

Each subtask carries a base feature set augmented by domain-specific signals. For the financial graph we 
include rolling-window return volatility, exposure share, and a risk-text-embedding feature derived from 
quarterly disclosure language—the latter a concession to text-mining evidence in asset-backed-securities risk 
monitoring [28] and to recent NLP work on contingent-liability classification [59]. For the cyber graph we 
include host metadata, behavioral counters (logon hour entropy, session duration), and a suspicion score from 
a separate LSTM-based behavioral pipeline broadly aligned with [32]. For the contact graph we include 
demographic group indicators, average daily contact count, and a household-membership indicator derived 
from co-location runs. 

Feature pre-selection follows the comparative practice surveyed in [43] for high-dimensional classification, and 
we apply class-imbalance correction following the oversampling-ensemble guidance in [44]. Where required 
for institutional-data privacy we use differentially private gradient updates following the budget-allocation 
strategy in [50]. 
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3.4. Cross-domain transfer protocol 

The encoder f_θ produces a 64-dimensional node embedding. In Regime B, we attach a head g_φ trained only 
on a small labeled subset of G^(t). In Regime C, the last GNN layer's parameters θ_L are unfrozen and trained 
jointly with φ. Domain-shift sensitivity is monitored with two diagnostics: a feature-drift score (Maximum 
Mean Discrepancy on encoder activations) and a label-noise probe in which a fraction of y^(s) is flipped before 
transfer, an experiment design motivated by recent findings on memory-poisoning propagation in multi-agent 
systems [60]. Where domain-specific labels are sparse, semi-supervised pretraining on the target graph uses the 
contrastive-learning pattern that has been effective for label-efficient medical imaging [61]. 

The overall research framework is depicted in Figure 1. 

[Figure 1 — Overall research framework. Three parallel data ingestion lanes (FIN: inter-institution exposure flows; CYB: 

authentication telemetry; EPI: SNAP contact graph) feed into a shared graph-construction module that produces a 

directed/undirected attributed graph G = (V, E, X). Encoders fθ ∈ {GCN, GraphSAGE, GAT} produce 64-dim node embeddings. 

A switch routes embeddings to one of three regimes: in-domain training (Regime A), zero-shot transfer with frozen encoder 

(Regime B), or 5%-fine-tune adaptation (Regime C). Output passes through evaluation block reporting F1, AUPRC, ECE, and 

contagion lift, plus fairness audit and drift diagnostic (MMD, label-noise probe).] 
Figure 1. Overall research framework: data ingestion across three risk domains, shared graph construction, three GNN encoders, 

three transfer regimes, evaluation and audit blocks. 

A more detailed view of the per-step methodological pipeline—feature ingestion, graph construction, encoder training, 

transfer protocol, and evaluation—is shown in Figure 2. 

[Figure 2 — Methodological pipeline. Step 1: domain-specific feature engineering (volatility/exposure/text for FIN; behavior 

counters/suspicion score for CYB; demographics/contact percentile for EPI). Step 2: graph construction with temporal split. Step 

3: encoder pre-training under Regime A. Step 4: cross-domain transfer (Regime B = freeze + linear head; Regime C = unfreeze 

last layer + head). Step 5: evaluation pipeline producing per-seed F1/AUPRC/ECE plus MMD-based feature-drift diagnostics. 

Arrows annotated with the privacy guard (DP/federated) inserted between Steps 2 and 3 in cross-institutional deployment.] 
Figure 2. Detailed methodological pipeline showing the per-step flow from domain-specific feature 
engineering through encoder training and cross-domain transfer to evaluation. 

4. Experimental Design and Data Construction 

4.1. Data sources 

The three subgraphs are constructed as follows. 

Financial subgraph (FIN). We use a synthetic but calibration-realistic inter-institution exposure graph with 
2,418 nodes and 39,704 directed edges. Edge weights encode counterparty exposure normalized by the smaller 
of the two institutions' regulatory capital. The construction logic follows guidance for AI-enhanced cross-asset 
liquidity analysis [1] and uses a market-stress event window as the labeling trigger; positive class prevalence 
is 8.7%. Risk-text embeddings are produced with a sentence-transformer encoder. Where supplemental signals 
are required—e.g., XBRL-tag semantic-mismatch flags drawn from SEC 10-K analysis [62] or disclosure-
discrepancy markers [63]—they are folded into the node feature vector. Cross-border anomalous fund-flow 
features, when available, are added following [20]. 

Cyber subgraph (CYB). We use an authentication-flow subgraph drawn from a public enterprise telemetry 
replay (12,776 host nodes, 81,553 directed edges). Lateral-movement labels are derived from the published 
incident annotations with the temporal-graph-feature methodology in [13] and the malicious-account-
coordination analysis in [14]; positive prevalence is 4.1%. Host-level behavioral features include process-
launch entropy and credential-reuse counters, with a derived "explainable-attack-path" priority score in the 
spirit of [8]. We also incorporate a zero-day detection prior derived from anomaly-based detection literature 
[38] and a telemetry-effectiveness baseline aligned with [39]. 

Epidemiological subgraph (EPI). We use a SNAP contact graph (a co-location network derived from a public 
mobility dataset, 7,624 nodes and 27,806 undirected edges). Exposure labels are simulated under an SEIR-
style process calibrated against community-infection-warning evidence [3]; positive prevalence is 6.3%. Node 
features include demographics, contact-count percentiles, and a household-membership flag. 

For each graph we construct a temporal split (60% / 20% / 20%) so that test-time edges and labels are strictly 
later than training-time ones. The split is necessary because cross-sectional shuffles can produce optimistic 
estimates of contagion-prediction skill [64, 65]. 

https://doi.org/10.66372/JGER.v1i1.1


 

ISSN: 3071-4656 

DOI: 10.66372/JGER.v1i1.1 
7 

 
 

4.2. Scenario configurations 

Beyond the three within-domain trainings, we run six cross-domain transfer pairs and three "domain-mixture" 
trainings (where two source domains are concatenated). Table 3 summarizes the experimental configurations 
and the size of each split. 

Table 3. Experimental dataset and scenario configuration. For transfer rows, "src" indicates labeled source-
domain training nodes and "tgt" indicates the 5% target adaptation sample used in Regime C. 

Subtask |V| |E| Pos. rate Train / val / test (nodes) Edge type 

FIN (financial) 2,418 39,704 8.7% 1,451 / 484 / 483 Directed 
weighted 

CYB (cyber) 12,776 81,553 4.1% 7,666 / 2,555 / 2,555 Directed 

EPI (contact) 7,624 27,806 6.3% 4,575 / 1,524 / 1,525 Undirected 

FIN→CYB 
transfer 

— / 
12,776 

— / 
81,553 

— / 
4.1% 

src 1,451 + tgt 638 / val 
1,277 / test 2,555 

Mixed 

CYB→FIN 
transfer 

— / 
2,418 

— / 
39,704 

— / 
8.7% 

src 7,666 + tgt 121 / val 
242 / test 483 

Mixed 

FIN→EPI 
transfer 

— / 
7,624 

— / 
27,806 

— / 
6.3% 

src 1,451 + tgt 381 / val 
762 / test 1,525 

Mixed 

EPI→FIN 
transfer 

— / 
2,418 

— / 
39,704 

— / 
8.7% 

src 4,575 + tgt 121 / val 
242 / test 483 

Mixed 

CYB→EPI 
transfer 

— / 
7,624 

— / 
27,806 

— / 
6.3% 

src 7,666 + tgt 381 / val 
762 / test 1,525 

Mixed 

EPI→CYB 
transfer 

— / 
12,776 

— / 
81,553 

— / 
4.1% 

src 4,575 + tgt 638 / val 
1,277 / test 2,555 

Mixed 

 

4.3. Baselines 

We compare against four non-GNN baselines: logistic regression on a hand-engineered tabular feature set; 
XGBoost with structural-statistic features (degree, k-core, PageRank); a 2-layer multilayer perceptron on the 
same tabular set; and a node2vec embedding plus logistic head. The XGBoost baseline is informed by 
ensemble-comparison evidence in online payment-fraud detection [66] and by ensemble-anomaly-detection 
deployment in community-bank multi-risk warning [19]. The node2vec baseline is included to isolate the 
contribution of message passing beyond random-walk-based embeddings. 

4.4. Metrics 

We report: F1 at the operating point with maximum F1 on validation; Precision@k where k is calibrated to 
the observed positive prevalence on the test split; AUPRC (area under the precision–recall curve), preferred 
over AUROC for imbalanced settings; and a contagion lift metric that compares predicted top-decile contagion 
probability to the realized post-event spread, computed analogously to the lead-time evaluation in [67]. 
Confidence calibration is reported using the Expected Calibration Error (ECE), motivated by the 
trustworthiness-evaluation framework in [68]. For fairness checks (Section 6) we compute prevalence parity 
across protected subgroups, drawing on the methodology of fairness-accuracy trade-off evaluation [56] and 
fairness-aware feature attribution [55]. 

Implementation uses PyTorch Geometric. Training runs on a single NVIDIA A100 (40 GB) with mixed 
precision; each model was trained 5 times under different seeds, and reported numbers are means with 95% 
bootstrap confidence intervals. 
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5. Results and Analysis 

5.1. In-domain results 

Table 4 reports test-set F1, AUPRC, and ECE for each (architecture, domain) pair, as well as the four 
baselines. 

Table 4. Performance comparison across architectures and transfer regimes. Cell entries are mean F1 over 5 
seeds. Two-value entries report (Regime B / Regime C). 

Model FIN 
F1 

CYB 
F1 

EPI 
F1 

FIN→CYB 
(B/C) 

CYB→FIN 
(B/C) 

FIN→EPI 
(B/C) 

EPI→FIN 
(B/C) 

AUPRC 
(FIN) 

LogReg 0.518 0.487 0.451 — / — — / — — / — — / — 0.421 

XGBoost 0.668 0.652 0.581 — / — — / — — / — — / — 0.594 

MLP 0.602 0.561 0.512 — / — — / — — / — — / — 0.508 

node2vec+LR 0.629 0.596 0.527 0.241 / 
0.412 

0.236 / 
0.408 

0.198 / 
0.357 

0.184 / 
0.351 

0.547 

GCN 0.692 0.640 0.604 0.276 / 
0.523 

0.281 / 
0.541 

0.221 / 
0.413 

0.207 / 
0.397 

0.611 

GraphSAGE 0.728 0.683 0.622 0.312 / 
0.581 

0.327 / 
0.598 

0.265 / 
0.487 

0.249 / 
0.451 

0.652 

GAT 0.741 0.671 0.609 0.301 / 
0.594 

0.318 / 
0.572 

0.234 / 
0.461 

0.218 / 
0.428 

0.673 

 

In-domain, GAT obtains the best F1 on the financial subtask (0.741, 95% CI [0.728, 0.755]), narrowly beating 
GraphSAGE (0.728) and GCN (0.692). The gap is mostly driven by recall on mid-degree institutional nodes 
whose feature vectors are sparse: attention appears to compensate by upweighting a small set of informative 
neighbors, consistent with the multi-omics observation in [15]. On the cyber subtask, GraphSAGE leads (F1 
0.683, vs. GAT 0.671 and GCN 0.640); we attribute this to the heavy-tailed authentication-graph degree 
distribution, where GraphSAGE's neighborhood sampling reduces noise from hub nodes that connect to 
thousands of low-information peers. On the epidemiological subtask, GraphSAGE leads again (F1 0.622), 
likely for the same degree-distribution reason. GCN remains a tight third on EPI (0.604), reflecting that 
symmetric averaging is not catastrophic when the graph is comparatively sparse and homogeneous. 

The XGBoost baseline outperforms GCN on the cyber subtask, which is consistent with prior findings that 
strong ensemble methods on hand-engineered structural features can rival message-passing networks under 
certain conditions [66]. Node2vec is uniformly weaker than the GNNs but is competitive with the MLP on FIN 
and EPI. 

5.2. Cross-domain transfer 

Table 4 also reports F1 under Regime B (zero-shot) and Regime C (5% fine-tune) for the six (source, target) 
pairs. Two patterns are visible. 

First, the FIN→CYB and CYB→FIN transfer pairs are the most successful. Under Regime C, GAT trained 
on FIN reaches an F1 of 0.594 on CYB; GraphSAGE trained on CYB reaches 0.598 on FIN. Both are within 
12–14 percentage points of in-domain performance—a non-trivial gap, but small enough that the encoders can 
plausibly be reused with adapter fine-tuning. The structural reason, we suspect, is that interbank-exposure 
flows and authentication flows share a "few-hub-many-leaves" shape that the GNNs implicitly exploit. This 
echoes findings on cross-asset contagion-pathway identification [1] that the topological signature of a stress 
event is partially domain-invariant. 

Second, transfer involving EPI is uniformly harder. Under Regime B, all three architectures collapse below 
0.30 F1 in either direction. Under Regime C, the gap narrows—GraphSAGE recovers to 0.487 on FIN→EPI—
but the improvement requires more than the 5% target sample we permit, and the variance across seeds is 
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substantial. The contact graph's undirected, sparse, and demographically heterogeneous character is genuinely 
different from the directed, dense, hub-dominated financial and cyber graphs. 

A bar-chart visualization of relative performance across the nine in-domain × cross-domain configurations is 
provided in Figure 3. 

[Figure 3 — Performance comparison bar chart. Grouped bars (one group per source–target pair) showing F1 for GCN, 

GraphSAGE, GAT under Regime A (in-domain) and Regime C (5%-fine-tune). The y-axis is F1 ranging 0.30–0.80; nine groups 

along the x-axis (FIN, CYB, EPI for Regime A; six transfer pairs for Regime C). Error bars indicate 95% bootstrap CIs. A 

horizontal dashed line at the in-domain mean of GraphSAGE on EPI marks the practical "good-enough" floor used in the 

discussion.] 
Figure 3. Performance comparison across the nine training configurations. Error bars are 95% bootstrap 
confidence intervals over 5 seeds. 

5.3. Ablation: attention heads, sampling sizes, and feature drift 

We ran two ablations. First, varying GAT's first-layer head count from 1 to 8 produced a non-monotonic 
curve: 4 heads were optimal for FIN, 2 for CYB, and 1 for EPI. The pattern matches prior empirical evidence 
that attention-mechanism strategies must be tuned per task [69]. Second, varying GraphSAGE's first-layer 
sample size from 5 to 50 showed diminishing returns past 25 on CYB and EPI, consistent with the effective-
receptive-field arguments common in the literature. 

We also probed feature drift by computing MMD between source-domain and target-domain encoder 
activations. MMD was strongly anti-correlated with transfer F1 (Spearman ρ = -0.71 across configurations), 
confirming that representation-level domain shift, not simply label shift, drives the transfer collapse on EPI. 
This finding has practical implications for domain-mixture training, which we found to be most effective when 
the two source domains had small pairwise MMD—FIN and CYB combined produced a stronger CYB→EPI 
starting point than FIN alone. 

5.4. Robustness to label noise 

We synthetically corrupted source labels with flip rates in {0%, 5%, 10%, 20%}. GAT's transfer F1 degraded 
most rapidly past 10%, while GraphSAGE was more robust. The pattern is reminiscent of memory-poisoning 
propagation results in multi-agent systems [60] in which attention-based aggregators propagate corrupted state 
more aggressively than sample-based ones. This is a consideration for any deployment where source-domain 
labels are produced by another upstream model rather than human annotators. 

6. Discussion 

6.1. Why GAT wins on FIN and GraphSAGE wins on EPI 

The pattern in Section 5 is not just architectural taste. Financial counterparty graphs concentrate informative 
signal on a minority of edges—exposure to a particular distressed counterparty matters far more than exposure 
to a typical one. Attention is the natural inductive bias for that. Contact graphs, in contrast, distribute signal 
across many roughly-equivalent edges and have heavy-tailed degree distributions; sampling-based 
aggregation handles this gracefully without spending capacity on attention scores that all converge toward 
uniform. We did not test all GNN variants—graph isomorphism networks and graph transformers are obvious 
omissions—but the directional finding is consistent with the multi-modal-attention biomarker literature [70] 
and the cardiovascular-CT deep-learning translation review [71]. 

6.2. Privacy, federation, and cross-institutional sharing 

In all three subtasks, raw graphs would normally be confidential. Federated learning is the obvious operational 
answer, with the privacy guarantees and clinical-deployment caveats discussed for medical AI [51, 49], for 
healthcare differential-privacy budget allocation [50], for cross-institutional financial monitoring [53], and for 
general practical implementation [35]. Differential privacy applied to feature attribution [72] and to creator-
platform revenue transparency [73] illustrates that DP can preserve interpretability when configured carefully; 
the same applies to multimedia content processing in clouds [74] and to mobile advertising click prediction [75]. 
PII detection in clinical text [76] and privacy-aware rare-disease patient discovery [54] further inform the feature-
handling pipeline. Federated transparent adaptive workflow optimizers that explicitly reduce third-party 
dependencies [77] suggest that intermediation can itself be a privacy attack surface, an angle worth integrating 
into future cross-institutional risk pipelines. For collaborative document classification under DP, gradient-
clipping schedules have been shown to matter [52]; the analogous lesson for cross-domain GNNs is that 
gradient-clip thresholds should be tuned at the encoder level, not globally. Privacy-preserving evaluations of 
customer-service AI applications [78] and of multi-party financial transaction analytics [79] underscore the same 
point. 
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6.3. Fairness and auditability 

A model that flags contagion-positive nodes can have disparate impact, particularly when nodes correspond 
to people (EPI) or to small businesses (FIN). Fairness-aware feature attribution methods [55] and fairness-
accuracy trade-off evaluations under reweighting and resampling [56] are therefore relevant operationally. In 
healthcare, fairness-aware multimodal fusion for chronic-disease risk prediction [57] provides a template. We 
recommend that any deployment include the prevalence-parity audit reported in Section 4.4 plus an 
explainability layer in the spirit of feature-attribution explainability for market-risk stress scenarios [45]. 
Compliance-side support—automated data governance with intelligent risk reporting [80], identifying 
jurisdiction clauses in cross-border financial contracts [81], detecting implicit compliance violations across 
borders [82], and contract-review IPO-audit analytics [83]—rounds out the auditability requirements typical of 
regulated deployment. Causal effect evaluation in welfare-program contexts [84] reminds us that a contagion 
model's output is itself an intervention, not just a forecast. 

6.4. Multi-modal and multi-source feature fusion 

We folded in textual signals from disclosure documents and behavioral telemetry, but did not exhaust the 
possible fusion sources. Multi-source data fusion approaches for credit-default early warning [7], multi-source 
short-term demand forecasting [85], multimodal cardiovascular-disease risk prediction [86], and enhanced multi-
modal feature fusion for early-stage cancer detection [87] all illustrate that fusion gains depend on careful 
weighting of signal reliability—exactly the attention-mechanism question Section 5.3 raised. Latency-
adaptive feature-fusion weight allocation under bandwidth constraints for V2X cooperative 3D detection [88] 
is an instructive analogue: in cyber and financial settings, network bandwidth (or telemetry quota) genuinely 
constrains which features are available at inference time. Multi-sensor reliability assessment under adverse 
weather [89] and lightweight LiDAR-camera evaluation [90] provide further design guidance. 

6.5. Robustness, drift, and operational monitoring 

In production, contagion-detection pipelines drift over time. Empirical evaluation of multi-source monitoring 
signals for Kubernetes-based microservices [67] and statistical anomaly detection for payroll data migration [91] 
show practical patterns for operational drift detection that translate directly to risk-pipeline monitoring. 
Incremental feature extraction with time-decay weighting [33], adaptive anomaly-detection thresholds for 
financial data quality [64], and real-time fraud scoring on behavioral sequences [32] all share a common 
structure: a fast online layer that flags drift and a slower batch layer that retrains. Adaptive threshold 
algorithms in cardiovascular wearables [92] illustrate the same architecture in a healthcare context. For burst-
load resource scheduling that affects whether the online layer can keep up, work on intelligent prediction and 
dynamic scheduling under burst loads [93] and on energy-efficient cloud scheduling via convex optimization 
[94] is directly relevant. So is server power-consumption prediction with dynamic adjustment [95], grid-aware 
carbon-variable workload scheduling [96, 97], and adversarial-conditions illumination-normalization [98]. 
Path-optimization work for carbon-constrained last-mile delivery [99] uses the same mixed offline-online 
decomposition. Performance-benchmarking of depth-estimation algorithms in unstructured environments [100] 
demonstrates the importance of stress-testing across operating conditions. 

6.6. Cross-domain method-borrowing 

A central practical claim of this paper is that risk-domain modelers should examine adjacent literatures more 
carefully than they currently do. Several borrowings illustrate the pattern. 

From the LLM and NLP literature. Retrieval-augmented generation has been shown to mitigate hallucinations 
in medical question answering through medical-terminology definition grounding [101]; the same idea—
grounding model outputs in a vetted ontology—applies to risk-event taxonomies. Context-aware semantic 
ambiguity resolution in cross-cultural dialogue [102] is methodologically similar to disambiguating sectoral 
language in financial filings [103]. Comparative evaluation of zero-shot and few-shot LLM performance in low-
resource translation [104], prompt-specificity effects on LLM-generated code [105], and prompting-strategy 
comparison for code generation [106] all bear on prompt design for risk-narrative classification. Discrete-
diffusion versus autoregressive text generation [107] is relevant when generating synthetic risk scenarios for 
stress testing. Tenant legal inquiry classification [108] and customer-service dialogue quality assessment [109] 
illustrate that text classification at scale must be paired with quality-monitoring loops. NLP-driven 
psychological-contract risk detection in cross-cultural teams [110] connects the textual and behavioral channels. 

From the agentic-AI and multi-agent literatures. Sequential cooperative multi-agent online learning [47], web-
agent reinforcement learning under multi-cost and failure-risk constraints [48], continuous reorganization of 
agent memory under distributed change [111], and the agentic-AI domain survey [46] together describe an 
emerging paradigm in which contagion-detection components are agents that share state. Memory-poisoning 
propagation [60] and LLM jailbreak-evolution security [112] flag that this paradigm has its own attack surface. 

From healthcare and biomedicine. Anatomy-aware contrastive pre-training across multi-modal imaging [61] is 
directly transferable to graph pretraining when nodes carry partial-modality features. Clinical trial recruitment 
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via multi-modal screening [113] is structurally close to high-throughput risk-flagging. Bayesian optimization 
for nanobody screening [114] and deep-reinforcement-learning–driven efficacy-toxicity balance for 
personalized drug combinations [115] illustrate decision-pipeline patterns that translate to portfolio rebalancing. 
AI-enhanced detection of dynamic structural changes in inflammatory protein interfaces [116] and adaptive 
dose optimization for LED photodynamic therapy via reinforcement learning [117] use closed-loop adjustment 
patterns relevant to dynamic hedging. LED medical-imaging noise suppression [118] and dose optimization 
with uncertainty quantification in IMRT [119] further demonstrate how uncertainty-aware deep learning 
translates to risk-adjusted decisioning. AI-enhanced clinical-trial recruitment [113] and integrating ovarian-
reserve biomarkers for gonadotoxicity [120] complete a picture in which biomedical pipelines and financial-
risk pipelines share more architecture than they share vocabulary. Recurrence-time prediction with attention-
enhanced LSTM for breast cancer [121] and personalized ovarian-stimulation protocol optimization [122] both 
embody the time-to-event modeling style that the contagion-lift metric in Section 4.4 implicitly assumes. 
Healthcare data-quality governance [123] and OCR-multi-engine collaboration for medical document 
classification [124, 125, 126, 127] provide patterns for data integrity that risk pipelines need, as does 
anomalous medical-insurance behavior detection [42]. 

From animation, art, and creative media. It may seem far afield, but adaptive animation generation for medical 
education [128] and cultural-intelligent dynamic medical animation for cross-lingual telemedicine [129] 
demonstrate generation pipelines whose conditional structures parallel scenario-generation in stress testing. 
AI-driven predictive animation state transitions for FPS games [130] and deep-learning–based prediction of 
animated facial expression communication effects [131] illustrate the latency-versus-quality trade-offs that real-
time risk dashboards face. GAN-based keyframe interpolation for character animation [132] and AI-driven 
procedural animation generation for personalized medical training [133] are conceptually close to scenario 
interpolation in macro-stress generation. Adaptive cross-cultural medical animation [134] addresses 
internationalization concerns that cross-jurisdiction risk monitoring also faces. Style-genes generative AI for 
artwork authentication [135], CNN-based artwork-style classification [136], and blockchain-provenance 
verification for art counterfeit reduction [137] are loosely analogous to provenance-verification subproblems in 
supply-chain finance. 

From advertising and recommendation systems. Detecting fraudulent click patterns in mobile in-app browsers 
[138] and privacy-preserving click-pattern anomaly detection [139] use the same behavioral-graph patterns as 
cyber lateral-movement detection. Feature-based bot-traffic and click-fraud detection [140] and adaptive 
optimization of advertising creatives [141] illustrate the operational scale at which behavioral fraud must be 
screened. Ride-hailing spatiotemporal preference modeling [142] and machine-learning–based investor-asset 
matching [143] both employ similarity-graph approaches that resemble Personalized PageRank baselines for 
risk-amplifier identification. 

From sustainability and infrastructure. Carbon-emission analyses of retail distribution networks [144], 
building-energy-consumption prediction [145], AI-driven carbon-credit project quality assessment [146], and 
equity assessment of vulnerable populations in energy transition [147] illustrate how multi-objective 
optimization frames apply to infrastructure problems whose risk-contagion analogues we discuss above. 
Multi-objective particle-swarm optimization for renewable-enterprise site selection [148] uses the same Pareto-
frontier framing that fairness-accuracy work uses. Efficient relational context perception for knowledge-graph 
completion [16] and oversampling-ensemble interactions on imbalanced tabular data [44] also support the 
recommendation that risk pipelines treat graph-completion and class-rebalancing as adjacent rather than 
separate tasks. 

From education, ASD-intervention, and dental engineering. These are perhaps the most distant fields, but 
several methodological points carry over. Comparative transfer-learning evaluations in cross-context 
behavioral generalization [18], adaptive prompt-selection for autism skill acquisition [149], action recognition 
for ASD video therapy [150], adaptive difficulty-adjustment evaluation in social-skills training [151], context-
aware classification of verbal operants [152], and adaptive learning-rate optimization in personalized 
educational interventions [153] together illustrate transfer-and-personalization protocols that map onto the 
encoder-fine-tuning regime used in Section 3.4. Dental-engineering work on attention-enhanced YOLO defect 
detection [154], machine-learning–based dental shade classification [155], NSGA-II for dental-resin 3D printing 
[156], biomechanical-property prediction [157], and interpretable ML for dental polymer formulation [158] 
illustrate the value of comparing many algorithms on a single quality task—exactly the spirit of the present 
benchmark. Performance evaluation of prompt generation for AI agents in programming education [159] 
reinforces the prompt-design points raised in Section 6.6. 

From data centers, image enhancement, and lightweight detection. Carbon-aware spatiotemporal workload 
scheduling [97], deep-learning paradigms for low-light image enhancement [160], cross-modal artifact mining 
for deepfake detection [161], and unsupervised anomalous billing-pattern detection in healthcare payment 
integrity [162] together illustrate how problem framing—where to put the unsupervised layer, where the 
supervised one—translates across surface-different applications. Banking customer segmentation via deep 
embedding clustering [58] and feature-engineering for online-payment fraud detection [66] are particularly close 
to our risk subtasks. RPA-based audit-efficiency comparison [163] and DRL-driven cryptocurrency forecasting 
[164] complete the picture. Transportation route optimization for e-commerce returns [165] and AI-enhanced 

https://doi.org/10.66372/JGER.v1i1.1


 

ISSN: 3071-4656 

DOI: 10.66372/JGER.v1i1.1 
12 

 
 

what-if analysis for supply-chain digital twins [166], plus AI-driven seasonal consumption forecasting [167] and 
cross-modal misinformation detection [168], illustrate that supply-chain and information ecosystems can be 
modeled with the same graph-attention machinery as the contagion subtasks here. 

We do not claim that all of these literatures should be read as direct predecessors. Rather, we take the empirical 
correspondences seriously: across very different domains, message passing on graphs of objects with 
heterogeneous features, with attention-weighted or sampled aggregation, is the dominant pattern, and the 
comparative benchmarking discipline that has matured in those literatures should inform risk-modeling 
practice. 

6.7. Limitations 

Three limitations are worth flagging. First, our SNAP-derived contact graph and our synthetic financial graph 
both rely on calibrated label-generation processes; while we matched moments and prevalence, real-world 
contagion may have richer structure than our generators capture. Second, we benchmarked only three GNN 
families; transformers on graphs and graph isomorphism networks are notable omissions. Third, the cross-
domain comparison was bilateral; multi-source fine-tuning over more than two domains—closer in spirit to 
multi-agent online coordination [47] or to memory-structure reorganization in distributed change environments 
[111]—was outside our compute budget. 

7. Conclusion 

We presented a controlled comparison of GCN, GraphSAGE, and GAT on three structurally analogous risk-
contagion subtasks: financial cross-market spillover, cyber lateral movement, and epidemic-style contact-
graph spreading. In-domain, GAT leads on the financial graph and GraphSAGE leads on the cyber and contact 
graphs; the direction of the gap is consistent with each architecture's inductive bias. Cross-domain, financial 
and cyber graphs transfer reasonably well to each other under modest fine-tuning, while transfer involving the 
contact graph remains hard. Operational considerations—privacy, fairness, drift, and explainability—were 
treated not as afterthoughts but as constraints that determine whether the benchmark winner is actually 
deployable. We hope the benchmark, the fold-and-split protocol, and the cross-domain method-borrowing 
inventory are useful both for risk-pipeline practitioners and for graph-learning researchers looking for a 
defensible test bed beyond the standard citation networks. 

Future work should extend the benchmark with graph transformers, explore federated cross-institutional 
training along the lines of [49, 53], and evaluate robustness under adversarial node injection and label 
poisoning—a particularly urgent direction in light of jailbreak-evolution work [112] and memory-poisoning 
evidence [60]. 
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