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Abstract

Payment fraud detection in small and medium-sized enterprises demands sophisticated analytical frameworks capable
of processing sequential transaction patterns. This investigation develops a temporal feature extraction methodology
that analyzes transaction timing distributions, amount variation dynamics, and behavioral consistency metrics across
payment sequences. QOur framework integrates interval-based statistical measures with probabilistic modeling
approaches to identify anomalous patterns in SME transaction data. The proposed system achieves 94.3% detection
accuracy on real-world transaction datasets while maintaining false positive rates below 2.1%. Through systematic
analysis of 847,000 transaction sequences from 3,200 SMEs across six industry sectors, we establish quantitative
relationships between temporal feature combinations and fraud pattern manifestations. The methodology addresses
three critical challenges: micro-payment splitting detection through entropy-based sequence analysis, account takeover
identification via behavioral deviation metrics, and adaptive threshold calibration for industry-specific transaction
characteristics. Experimental validation demonstrates 27.8% improvement in early fraud detection compared to
amount-only baseline methods, with computational efficiency enabling real-time deployment in resource-constrained
SME environments. The investigation provides empirical evidence for temporal feature primacy in sequential fraud
pattern recognition, establishing foundations for next-generation payment security systems.

Keywords: Temporal feature extraction, Transaction sequence analysis, Payment fraud detection, small and
medium enterprises

1. Introduction

1.1. Background and Significance of Fraud Payment in SMEs

Payment fraud constitutes a persistent threat to the financial stability of small and medium-sized enterprises,
with annual losses exceeding $42 billion globally across various industries. SMEs face disproportionate
vulnerabilities due to limited security infrastructure, constrained IT budgets, and insufficient fraud monitoring
capabilities compared to large-scale financial institutions. The digitalization of payment ecosystems has
introduced sophisticated attack vectors that exploit temporal patterns in transaction processing. Fraudulent
actors employ increasingly complex strategies that manipulate transaction timing, amount distributions, and
sequence structures to circumvent traditional rule-based detection systems.

The temporal dimension of transaction sequences provides critical information that static analysis approaches
fail to capturel!l. Traditional fraud detection mechanisms focus predominantly on individual transaction
attributes such as amount thresholds, merchant categories, or geographic locations. These methods overlook
the sequential dependencies and timing patterns that characterize legitimate business operations. The
integration of temporal features into analytical frameworks enables the identification of subtle behavioral
anomalies that manifest across multiple transactions rather than within isolated events!?!. This paradigm shift
from transaction-level to sequence-level analysis addresses fundamental limitations in existing fraud
prevention architectures.

SMEs operate under distinct transactional characteristics compared to enterprise-level organizations. The
volume of daily transactions ranges from dozens to hundreds rather than thousands, creating unique challenges
for statistical modeling approaches that require substantial data volumes!?l. A. Payment patterns exhibit higher
variability due to diverse business models, seasonal fluctuations, and customer base heterogeneity. The
absence of dedicated fraud analysis teams necessitates automated systems capable of operating without
continuous expert supervision. T%;ese operational constraints demand detection methodologies that balance
accuracy with computational efficiency while adapting to evolving fraud tactics.
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1.2. Challenges in Transaction Sequence Analysis for Fraud Identification

Transaction sequence analysis encounters several technical obstacles that impede effective fraud detection
implementation. The first challenge involves temporal granularity selection for feature extraction. Payment
events occur across multiple timescales, ranging from seconds between sequential transactions to monthly
billing cycles. Determining appropriate temporal windows for feature computation requires balancing
sensitivity to rapid fraud attacllzs against robustness to legitimate business variations®]. Overly narrow
windows produce noisy features that trigger excessive false alarms, while excessively broad windows delay
detection, allowing fraudsters to complete attacks before identification.

The second challenge addresses the high-dimensional nature of temporal feature spaces. Each transaction
sequence generates multiple temporal descriptors including inter-transaction intervals, amount velocities,
frequency distributions, and periodicity measures. The combinatorial explosion of feature interactions creates
computational bottlenecks and risks overfitting in machine learning models*. Feature selection
methodologies must identify parsimonious representations that preserve discriminative information while
maintaining interpretability for fraud investigators. The curse of dimensionality becomes particularly acute in
SME contexts where training data volumes remain limited compared to large financial institutions.

Class imbalance represents the third critical challenge. Fraudulent transactions constitute between 0.1% and
2% of total payment volumes in typical SME environments, creating severe imbalance ratios that bias
conventional classification algorithms toward majority class predictions). A. Temporal features compound
this problem through sequential dependencies, where a single fraud attack may span multiple transactions
classified as a unified sequence. Standard accuracy metrics become misleading under extreme imbalance
conditions, necessitating specialized evaluation frameworks that emphasize detection rates and temporal
precision.

The fourth challenge involves concept drift in fraud patterns. Fraudsters continuously adapt tactics in response
to detection systems, introducing novel attack sequences that deviate from historical training distributionsl®!.
Temporal features must capture invariant behavioral characteristics that remain stable across attack evolution
while remaining sensitive to emerging fraud modalities. This requires online learning architectures capable of
updating detection models without requiring complete system retraining, balancing stability against
adaptability in dynamic threat environments.

1.3. Research Objectives and Contributions

This investigation develops a comprehensive temporal feature analysis framework specifically designed for
SME payment fraud detection. The primary objective establishes quantitative relationships between temporal
transaction characteristics and fraud pattern manifestations across diverse industry sectors. We construct a
feature taxonomy that categorizes temporal descriptors based on their discriminative power, computational
requirements, and interpretability for fraud investigators. The framework integrates three analytical
components: timing pattern extractors that capture inter-transaction interval distributions, amount variation
analyzers that model sequential payment dl;namics, and behavioral consistency metrics that quantify
deviations from established patterns.

The research makes four principal contributions to payment fraud detection methodology. First, we introduce
entropy-based sequence complexity measures that identify micro-payment splitting tactics employed to evade
amount-based detection thresholds!®’. A. These metrics quantify the randomness in transaction timing and
amount distributions, providing statistical tests for pattern authenticity. Second, we develop probabilistic
behavioral models that characterize normal SME payment sequences through multivariate temporal
distributions. These models enable anomaly scoring based on likelihood estimation rather than rigid rule
thresholds, adapting to business-specific transaction characteristics.

Third, the investigation presents industry-specific threshold calibration protocols that account for sectoral
variations in payment patterns. Manufacturing enterprises exhibit distinct temporal characteristics compared
to retail operations or professional services, requiring customized detection parameters!’. We establish
empirical guidelines for parameter selection based on business scale metrics including annual transaction
volumes, average payment amounts, and customer base sizes. Fourth, we validate the framework through
comprehensive experiments on real-world SME transaction datasets encompassing 847,000 payment
sequences from 3,200 enterprises across six industry categories.

The practical contributions extend beyond theoretical advances. We demonstrate deployment feasibility in
resource-constrained environments through computational complexity analysis and implementation
optimization strategies!”). The framework operates with linear time complexity relative to sequence length,
enabling real-time fraud detection on standard server hardware without specialized acceleration. The system
achieves 94.3% detection accuracy while processing 15,000 transactions per second, meeting operational
requirements for medium-scale payment processors serving SME clients. These performance characteristics
establish the methodology as a viable solution for organizations lacking enterprise-grade security
infrastructure.
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2. Literature Review and Related Work

2.1. Traditional Fraud Detection Approaches in Financial Transactions

Traditional fraud detection systems in financial environments rely predominantly on rule-based expert systems
and threshold-based filters. These approaches encode domain knowledge through conditional logic that flags
transactions exceeding predetermined limits for amount values, velocity measures, or geographic anomalies'™.
Expert systems emerged during the 1980s as financial institutions sought to codify investigator expertise into
automated screening mechanisms. The primary advantage lies in interpretability, allowing fraud analysts to
understand precisely why specific transactions trigger alerts. The static nature of rule-based systems
introduces critical vulnerabilities as fraudsters rapidly adapt tactics to circumvent known detection logic.

Statistical methods expanded detection capabilities beyond rigid rules through probabilistic modeling
frameworks. Early implementations employed Gaussian mixture models to characterize transaction amount
distributions, identifying outliers through likelihood-based scoring!®). These approaches assume independence
between transactions, treating each payment event as an isolated observation drawn from underlying
distributions. The independence assumption fails to capture sequential dependencies inherent in payment
behavior, where current transactions depend on historical patterns. Fraudsters exploit this limitation by
distributing fraudulent activity across multiple small transactions that individually appear legitimate despite
collectively constituting fraud attacks.

Machine learning classifiers introduced adaptive detection capabilities through supervised learning from
labeled fraud examples. Support vector machines, decision trees, and neural networks achieved superior
performance compared to rule-based systems by automatically discovering complex decision boundaries in
feature spaces!'”l. The supervised learning paradigm requires substantial labeled datasets containing confirmed
fraud cases, creating practical challenges in SME contexts where fraud volumes remain low. Model training
becomes problematic when fraud examples constitute less than 1% of available data, leading to biased
classifiers that prioritize majority class accuracy over fraud detection sensitivity.

Ensemble methods address individual classifier limitations through aggregation of multiple base models.
Random forests combine decision trees trained on bootstrap samples, reducing overfitting while maintaining
interpretability through feature importance analysis!'!l. Gradient boosting machines iteratively construct
ensembles by fitting successive models to residual errors, achieving state-of-the-art performance across
numerous fraud detection benchmarks. The computational demands of ensemble training and prediction create
deployment barriers for SMEs operating on limited IT budgets. The interpretability challenges inherent in
ensemble methods complicate fraud investigation workflows that require explanations for alert generation.

2.2. Sequential Pattern Analysis in Payment Security

Sequential pattern mining techniques extract recurring subsequences from transaction data. Early research in
transaction analysis, though initially developed for behavioral studies!'?!, The Apriori algorithm pioneered
frequent pattern discovery through iterative candidate generation and pruning based on minimum support
thresholds!'?!. Extensions including PrefixSpan and SPADE improved computational efficiency through
pattern-growth strategies that avoid explicit candidate generation. Sequential pattern mining applications in
payment security focus on discoverin]% attack signatures from historical fraud cases, enabling signature-based
detection of known fraud modalities!™.

Hidden Markov Models represent transaction sequences as probabilistic state machines where latent
behavioral states generate observable payment events!'”. The forward-backward algorithm computes
sequence likelihoods under trained HMM parameters, enabling anomaly detection through probability
thresholding!'®. HMMs naturally incorporate temporal dynamics through state transition probabilities that
capture sequential dependencies. The assumption of Markovian state evolution limits model expressiveness
for long-range dependencies where transaction patterns depend on distant historical context. Parameter
estimation through expectation-maximization becomes unstable with limited training data, particularly
problematic in SME environments with sparse fraud examples.

Recurrent neural networks address long-range dependency limitations through memory mechanisms that
propagate information across arbitrary sequence lengths!!”). Long Short-Term Memory architectures
incorporate %ating mechanisms that selectively retain or forget information from previous time steps. LSTM
networks achieved breakthrough performance in sequential fraud detection benchmarks, capturing complex
temporal patterns that traditional methods fail to model'®. The black-box nature of neural network predictions
creates interpretability challenges for fraud investigators who require explanations for detection decisions!!"’.
Training deep networks demands substantial comgutational resources and large labeled datasets, limiting
applicability in resource-constrained SME contexts!2],

Time series analysis methods model transaction attributes as temporal signals, applying spectral analysis and
autoregressive techniques to identify anomalous patterns!®!l. Autoregressive infegrated moving average
models characterize temporal dependencies through linear combinations of historical values and error terms.
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Fourier transforms decompose transaction sequences into frequency components, enabling detection of
periodic fraud patterns!??!. Time series approaches assume stationarit?/ i underlying processes, an assumption
violated by evolving fraud tactics and legitimate business changes!®*l. The univariate focus of traditional time
series methods fails to capture multivariate dependencies between transaction attributes that jointly
characterize fraud patterns.

2.3. Temporal Feature Extraction Techniques for Fraud Identification

Temporal feature engineering transforms raw transaction sequences into numerical representations that expose
fraud-relevant patterns. Interval-based features quantify timing patterns through statistics computed over inter-
transaction time gaps®*. Mean, median, and standard deviation of intervals characterize central tendencies
and variabilities in transaction timing. Percentile-based features capture distribution tails where extreme
interval values may indicate fraud attacks!?>*. The selection of appropriate interval units depends on business
context, with hourly intervals suitable for high-volume retailers while daily intervals match professional
service providers/?°T.

Window-based aggregation features summarize transaction characteristics over sliding temporal windows.
Counts, sums, and averages computed over fixed windows capture short-term behavioral changes that may
signal fraud onset. Rolling statistics enable detection of sudden deviations from established baselines without
requiring complete sequence reprocessing!?’. Window size selection presents trade-offs between detection
sensitivity and false alarm rates. Narrow windows detect rapid fraud attacks but increase noise sensitivity,
while wide windows provide stability at the cost of delayed detection!?8.

Velocity features measure rates of change in transaction attributes across sequential observations. Amount
velocity quantifies spending acceleration through derivative approximations computed from amount
differences and time intervals?’. High velocity values indicate sudden spending surges characteristic of
account takeover attacks. Velocity computations require careful handling of zero denominators when
consecutive transactions occur simultaneously. Normalization schemes account for business-specific
transaction scales, preventing velocity features from dominating models through magnitude differences®"..

Periodicity features capture cyclic patterns in transaction timing through spectral analysis and autocorrelation
computations. Many SMEs exhibit regular payment schedules including weekly payroll disbursements,
monthly subscription charges, and quarterly vendor payments. Fraud attacks disrupt these periodicities
through irregular transaction injections®!!. Autocorrelation functions measure correlation between transaction
attributes at different time lags, identifying dominant periodicities through peak detection*?!. Spectral power
analysis through discrete Fourier transforms reveals frequency components, enabling detection of abnormal
pattern disruptions.

Behavioral consistency metrics quantify stability in transaction patterns through statistical divergence

[33] . . . . . . . . .
measures””. Kullback-Leibler divergence compares current transaction distributions against historical
baselines, detecting distribution shifts that may indicate fraud. Earth mover's distance quantifies the effort
required to transform one distribution into another, providing interpretable consistency scores. Consistency
features exhibit robustness to gradual business evolution while remaining sensitive to abrupt behavioral
changes characteristic of fraud attqcks[”]. The selection of reference windows for baseling computation
influences consistency metric behavior, requiring calibration to business evolution timescales!**l.

3. Temporal Feature Characteristics of SME Transaction Sequences

3.1. Transaction Timing Patterns and Interval Analysis

Transaction timing_distributions in SME payment environments exhibit multi-scale structure spanning
seconds to months 361, Inter-transaction intervals follow heavy-tailed distributions with probability density
functions described by:

M(R,E) = {e € E | Satisfies(e,Antecedent) A Within(e,TemporalWindow)}

where a represents the tail exponent parameter and t min denotes the minimum observed interval. Analysis
of 847,000 transaction sequences reveals o values ranging from 1.8 to 2.4 across different industry sectors,
with retail operations displaying shallower tails (o = 1.9) compared to professional services (a = 2.3). The
heavy-tailed nature implies occasional very long intervals interspersed with clusters of rapid transactions,
creating challenges for Gaussian-based statistical models.

We extract interval-based features through percentile computation across transaction windows. The 5th, 25th,
50th, 75th, and 95th percentiles of inter-transaction intervals provide robust distribution descriptors insensitive
to extreme outliers. Table 1 presents interval percentile statistics across six industry sectors, revealing
systematic variations in transaction pacing.

Table 1: Inter-Transaction Interval Percentiles (seconds) by Industry Sector
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Industry 54, 25th Sth 75th 95th Mean  Std Dev

Sector (Median)

Retail 45 187 423 1,847 14,230 2.891 8,674
xf‘r?;fa“ 312 2,145 8,734 43201 187,432 28,945 67,123
Professio

nal 1,847 14,230 86,400 259200 604,800 142,340 189,234
Services

?ealthcar 234 1,234 5,678 28,934 123,456 19,876 45,678
?"Sp“aht 67 289 867 4321 28976 5432 12,345
E-

commerc 23 98 234 1,098 8,765 1,876 5,432
(]

Interval entropy quantifies randomness in transaction timing through Shannon entropy computation:

H(D) = = ) p()1oga(p())

where I represents the set of discretized interval bins and p(i) denotes the empirical probability of intervals
falling within bin i. Legitimate SME transaction patterns display moderate entropy values (3.2 to 4.8 bits)
reflecting semi-regular l%usiness operations?®”). Fraudulent sequences exhibit significantly higher entropy (6.1
to 7.4 bits) due to randomized attack timing designed to avoid pattern detection. The entropy threshold for
fraud flagging adapts based on historical baseline entropy computed over trailing 30-day windows.

Circadian rhythm analysis reveals diurnal patterns in transaction timing. We compute hourly transaction
density functions through kernel density estimation with Gaussian kernels of bandwidth h = 0.5 hours.
Legitimate businesses display pronounced peaks during standard operating hours (9 AM to 6 PM local time)
with minimal overnight activity. Fraud attacks disrupt these patterns through off-hours transactions occurring
during periods of reduced monitoring. The circadian deviation metric D_c quantifies the Jensen-Shannon
divergence between observed hourly densities and historical baselines:

D, = ]S(Pobs I Phist) =0.5 KL(Pobs Il M)+ 0.5 KL(Phist I M)

where M =0.5 (P_obs + P_hist) represents the mixture distribution. Threshold calibration establishes D_c¢ >
0.18 as indicative of significant circadian disruption warranting fraud investigation.

Figure 1: Multi-Resolution Temporal Analysis Dashboard for Transaction Sequence Monitoring

£ (a) 72-hour Transaction Timeline
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Figure 1 visualization presents a comprehensive temporal analysis dashboard comprising four synchronized
panels. The top panel displays a 72-hour transaction timeline with color-coded markers indicating transaction
amounts (green: $0-100, yellow: $100-500, orange: $500-1000, red: >$1000). The second panel shows inter-
transaction interval distribution as a log-scale histogram with kernel density overlay, highlighting the heavy-
tailed nature discussed previously[38]. The third panel presents an entropy time series computed over sliding
6-hour windows, with the red threshold line indicating the adaptive fraud detection boundary. The bottom
panel displays a circadian heatmap showing transaction density across hours (x-axis) and days of week (y-
axis), with intensity representing transaction frequency. Anomalous patterns manifest as irregular clusters in
the timeline, distribution tail elongations in the histogram, entropy spikes exceeding thresholds, and off-hours
activity in the circadian heatmap[39]. This multi-resolution approach enables analysts to identify temporal
anomalies across different timescales simultaneously.

Interval burstiness captures the temporal clustering tendency through the coefficient:

_ Ol
o+ 1y

where p_I and o_I represent the mean and standard deviation of inter-transaction intervals. The burstiness
coefficient ranges from -1 (perfectly regular spacing) to +1 (maximal clustering). Legitimate SME transactions
exhibit moderate positive ‘gurstiness (0.3 to 0.6) reflecting clustered customer interactions during business
hours. Fraud attacks display extreme burstiness (0.75 to 0.92) as attackers rapidly execute multiple
transactions before detection. The burstiness metric provides rotation-invariant fraud detection independent
of absolute timing values.

3.2. Amount Variation Trends in Sequential Transactions

Transaction amount sequences exhibit distinct statistical properties that differentiate legitimate business
operations from fraudulent activities[40]. We model amount distributions through mixture-of-Gaussians
frameworks:

p(@ = ) wi(alue, oF)

where w_k represents mixture weights, and N(a | kp_k, c_k?) denotes Gaussian components with means p_k

and variances ¢_k?. Parameter estimation employs expectation-maximization algorithms initialized through

k-means clustering[41]. Legitimate SME amount distributions typically require 2-4 mixture components

representing distinct transaction categories (small purchases, medium orders, large contracts). Fraudulent

(siequences display flatter distributions with 5-8 components as attackers randomize amounts to avoid threshold
etection.

Amount velocity analysis tracks spending acceleration through first-order differences:

Ar — Qg

t =t
where a_t represents transaction amount at time t. High positive velocities indicate rapid spending increases
characteristic of account takeover scenarios[42]. We compute percentile-based velocity statistics across

sliding 24-hour windows, establishing baseline ranges for normal business operations. Table 2 presents
velocity statistics across industry sectors.

Ve =

Table 2: Amount Velocity Statistics ($/hour) by Industry Sector

Industry Sector Mean Velocity Median Velocity 95th Percentile xte)llgiiilit};y
Retail 12.3 5.7 87.4 342
Manufacturing 145.7 67.3 1,234.5 423.1
Professional
Services 89.4 342 567.8 234.5
Healthcare 56.8 23.4 345.6 156.7
Hospitality 342 14.5 234.1 89.3
E-commerce 23.7 9.8 156.4 67.2
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Velocity volatility measures the standard deviation of velocity values within windows, capturing erratic
spending behavior. Fraud attacks exhibit volatility levels 3.2 to 4.8 times higher than baseline values,
providing strong discriminative signals. The velocity-based fraud score combines absolute velocity
magnitudes with volatility measures:

Vg vol,
Sv =w; + Wol\l—
Ubaseline VOlbaseline

where w 1 = 0.6 and w_2 = 0.4 represent empirically optimized weights. Threshold calibration establishes
S v > 2.5 as the critical boundary for fraud alerts.

Amount sequence complexity quantifies pattern predictability through approximate entropy computation. For
a sequence of n transaction amounts A = {a_1,a 2, ...,a n}, we construct m-dimensional embedding vectors
and compute:

ApEn(m,r,N) = d(m,r) —p(m+ 1,7)

where ¢@(m, r) represents the logarithmic frequency of m-length patterns appearing within tolerance r.
Legitimate transactions display low approximate entropy (0.4 to O.Ec? reflecting predictable business cycles.
Fraudulent sequences exhibit high entropy (1.2 to 1.8) as randomized amounts prevent pattern establishment.
The approximate entropy threshold adapts based on business seasonality, increasing tolerance during high-
variability periods.

Table 3: Transaction Amount Pattern Complexity Metrics

Discrimination Power

Metric Legitimate Range Fraud Range (AUC)
Approximate Entropy 0.4 - 0.8 1.2-1.8 0.89
Sample Entropy 0.3-0.7 1.0-1.6 0.87
Amount Coefficient of

Variation 0.2-0.6 0.8-14 0.84
Gini Coefficient 0.35-0.55 0.65 - 0.85 0.82
Amount Range Ratio

(95th/5th percentile) 42-12.3 18.7 -45.6 0.91

The Gini coefficient measures inequality in amount distributions, computed through the Lorenz curve area.
Fraud sequences display higher Gini values (0.65 to 0.85) compared to legitimate transactions (0.35 to 0.55)
due to concentrated attack amounts interspersed with small test transactions[43]. The amount range ratio
comparing 95th and 5th percentiles provides robust outlier detection, achieving discrimination power (AUC
= 0.91) superior to individual entropy metrics.

3.3. Behavioral Consistency Metrics in Payment Sequences

Behavioral consistency quantifies the stability of transaction patterns across temporal windows!**. We employ
Kullback-Leibler divergence to measure distribution shifts between current and historical transaction
characteristics:

"KL}P 11 Q) = X_{x} P(x) log FH([A{P()}HQ(x)}4)

where P represents the current distribution and Q denotes the historical baseline!*]. Separate KL divergences
quantify shifts in amount distributions, interval distributions, and hourly timing patterns. The aggregate
consistency score combines these components:

Ctotal =Uq KLamount + q; K]-‘interval + o KLtiming

with weights a_a=0.4,0_1=0.3, o_t=0.3 optimized through cross-validation. Consistency scores exceeding
threshold C_total > 1.8 trigger fraud investigations, with adaptive thresholding accounting for seasonal
business variations!*6!.

Behavioral fingerprinting constructs multivariate representations of transaction patterns through feature vector
concatenation. Each SME maintains a behavioral fingerprint F = [f 1, f 2, ..., f k] where features include
interval statistics, amount percentiles, velocity measures, and entropy values. Fingerprint stability analysis
computes cosine similarity between current and baseline fingerprints:
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sim(F_current, F_baseline) = (F_current - F_baseline) / (||[F_current|| ||F_baseline||)

Similarity scores below 0.65 indicate significant behavioral deviations warranting fraud scrutiny. Fingerprint
evolution tracking monitors gradual fingerprint changes over time, distinguishing legitimate business growth
from abrupt fraud-induced shifts*’!. The fingerprint drift rate quantifies weekly fingerprint changes, with
legitimate businesses displaying drift rates below 0.08 per week.

Figure 2: Behavioral Consistency Trajectory Visualization in Feature Space
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Figure 2 illustrates behavioral consistency evolution through a three-dimensional feature space trajectory plot.
The x-axis represents normalized transaction frequency (transactions per day), the y-axis shows normalized
average transaction amount, and the z-axis displays entropy values. Normal business operations trace smooth
trajectories with gradual directional changes, rendered as blue lines with progressive opacity indicatin%
temporal progression. Seasonal variations manifest as elliptical orbital patterns around baseline positions**”,
Fraudulent sequences appear as sharp discontinuities breakin§ from established trajectories, rendered in red
with high-contrast markers indicating fraud onset timestamps™). The visualization includes 90% confidence
ellipsoids around normal operational regions computed from 60-day historical baselines. Background contours
show probability density functions of legitimate transaction features, with darker regions indicating higher
density. Fraud trajectories violate these confidence regions, penetrating low-density areas that rarely occur
during normal operations®®. Additional markers indicate the temporal sequence of transactions, enabling
analysts to reconstruct attack progression through feature space.

Markov chain analysis models transaction pattern sequences as state transitions. We discretize continuous
transaction features into categorical states through k-means clustering (k = 8 states) based on amount-interval
joint distributions. The transition matrix P captures probabilities of moving between states:

count(si - sj)
ij =

count(s;)

where P_ij represents the probability of transitioning from state 1 to state j. Stationary distribution analysis
identifies dominant operational modes through eigenvector computation of the transition matrix. Fraud
detection operates b%/ computing likelihood ratios between observed transition sequences and expected
quuences under the legitimate transition model. Sequences with likelihood ratios below 10"-4 trigger fraud
alerts.

Recurrence analysis quantifies temporal pattern repetitions through recurrence plot construction. The
recurrence matrix R measures phase space proximity:

R;j = @(a — |x; — xj|)

where O represents the Heaviside function, € denotes the recurrence threshold, and x_i represents state vectors
at time i°Y. Recurrence quantification analysis extracts metrics including recurrence rate (proportion of
recurrent points), determinism (proportion of recurrent points forming diagonal structures), and laminarity
(proportion of recurrent points forming vertical structures). Legitimate transaction sequences display
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determinism values of 0.6 to 0.8 reflecting semi-predictable patterns. Fraudulent sequences exhibit reduced
determinism (0.2 to 0.4) as randomized fraud tactics prevent pattern recurrence.

Table 4: Behavioral Consistency Metrics Performance Analysis

Consistency Metric  Detection Rate False Positive Rate ggﬁg;ﬁ‘%‘?“al
oty 1 EC 87.3% 3.2% O(n log n)
%tervan Divergence g4 6o, 3.8% O(n log n)
%Iidming) Divergence g g 4.1% O(n log n)
&?;Ejrprim)&mﬂamy 91.2% 2.7% oK)

II\{/[aaél;ov Likelihood 88.7% 359 0(?)
Determinim 85.4% 3.9% o(n?)
Combined 94.3%, 2.1% O(n log n)

Consistency Score

The combined consistency score integrating multiple temporal features achieves superior detection
performance (94.3%) while maintaining acceptable false positive rates (2.1%). Computational complexity
analysis demonstrates real-time feasibility, with linear or log-linear scaling enabling processing of 15,000
transactions per second on standard server hardware (Intel Xeon E5-2680 v4, 64 GB RAM).

4. Analysis of Common Fraud Patterns in SME Payment Transactions
4.1. Account Takeover and Abnormal Transaction Sequence Identification

Account takeover represents the predominant fraud vector in SME payment systems, accounting for 67.8% of
detected fraud cases in our analysis dataset[52]. Attackers gain unauthorized access through credential theft,
social engineering, or vulnerability exploitation, subsequently initiating fraudulent transactions before
detection[53]. Temporal signature analysis reveals distinct patterns differentiating takeover sequences from
legitimate account usage.

The takeover initiation phase displays characteristic reconnaissance behavior through small test transactions

validating account access. Statistical analysis of 12,347 confirmed takeover cases 1dentifies test transaction

amounts clustering between $0.01 and $5.00, with 89.2% of cases initiating attacks through micro-

‘Eirans%ctipns. The time interval between account compromise and first test transaction follows exponential
1stribution:

p(t) =Ae™M

with mean delay A*-1 = 2.3 hours. This rapid exploitation window necessitates real-time detection capabilities
rather than batch processing approaches.

Following successful reconnaissance, attackers escalate to value extraction through rapid transaction
sequences’®¥. The exploitation phase exhibits dramatically compressed timing compared to legitimate
operations®>>, Table 5 quantifies temporal characteristics distinguishing exploitation phases from normal
business activities.

Table 5: Account Takeover Temporal Signatures

Median . . .
Transaction Average Velocity Duration
Phase Interval
(seconds) Count Amount ($§)  ($/hour) (hours)
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lC{eeCOI'll’laiSSan 1,847 23 2.14 1.8 1.2

Initial
Exploitation 2% 8.7 127.5 1,876 0.5

Peak
Exploitation 67 23.4 456.8 12,340 0.3

Legitimate
Operations 5,678 6.2 234.7 89 8.4

Legitimate
Poak Hours 867 18.3 298.4 456 2.1

The dramatic velocity increase during exploitation phases provides strong detection signals. Our velocity-
based detection algorithm computes rolling 1-hour velocity statistics, comparing current values against 30-
day baseline distributions®®). Velocities exceeding 15 standard deviations above baseline means trigger
immediate fraud alerts with 96.7% detection accuracy.

Behavioral deviation scoring quantifies departure from established account usage patterns through
multivariate anomaly detection. We construct normal behavior profiles through Gaussian mixture models
trained on 90-day historical transaction datal®’). The anomaly score A for current transaction sequence S
computes log-likelihood under the trained model:

A(S) = —log(p(516))

where 0 represents learned model parameters. Sequences with anomaly scores exceeding threshold A > 45
undergo manual review, achieving 93.8% true positive rates while maintaining false positive rates below
3.5%. The threshold value adapts based on business evolution, increasing during expansion phases while
tightening during stable operational periods.

Session-based analysis identifies suspicious authentication patterns preceding fraudulent transactions. We
track login events, [P addresses, device fingerprints, and geolocation data, constructing session profiles for
each authentication. Account takeover typically manifests through sudden changes in access patterns including
new device usage, geographical relocations exceeding 500 miles from previous sessions, and unusual time-
of-day access. The session anomaly score combines these factors:

8€04istance

1000
with empirically optimized weights w_1=0.4,w 2=0.35, w_3 =0.25. Session scores exceeding S _session >
0.7 initiate enhanced authentication protocols including multi-factor verification before transaction
authorization.

Ssession = W - deviceye,, + w; - + W3 - tiMegeyiation

4.2. Micro-Payment Splitting Patterns for Detection Avoidance

Micro-payment splitting represents sophisticated fraud tactics designed to circumvent amount-based detection
thresholds®®). Attackers decompose large fraudulent transfers into numerous small transactions that
individually appear legitimate while collectively constituting substantial value extraction). Our dataset
analysis identifies 4,872 confirmed splitting attacks with median split counts of 23 transactions per attack.

The splitting pattern follows power-law distributions in both transaction amounts and timing intervals. The
amount distribution exhibits:

p(a) xaP

with exponent B ranging from 2.1 to 2.8 across different attack instances. This heavy-tailed distribution
produces many small transactions with occasional medium-sized amounts, mimicking organic business
activity superficiallyl®®). Interval distributions display similar power-law characteristics with exponent y
between 1.8 and 2.4.

Entropy-based detection leverages information-theoretic measures to identify artificial payment splitting. The
amount entropy H_a quantifies randomness in transaction amounts:

== (5108 (50
= — (0}
. Atotal & Atotal
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where A_total represents cumulative amount across the sequence. Splitting attacks display significantly higher
entropy (5.2 to 6.8 bits) compared to legitimate sequences (2.8 to 4.1 bits) due to deliberate amount
randomization. The entropy threshold H a > 4.9 achieves 88.4% detection accuracy for splitting attacks.

Pattern regularity analysis identifies unnatural spacing in split transactions. Attackers often employ automated
tools that generate transactions at regular intervals ranging from 30 seconds to 5 minutes. We compute the
coefficient of variation for inter-transaction intervals:

Ojnterval

CVinterval =
Hinterval

Splitting attacks exhibit unusually low CV values (0.1 to 0.3) indicating machine-generated regularity,
contrasting with legitimate business variability (0.6 to 1.2). The regularity detection threshold CV _interval <
0.4 flags suspicious sequences for detailed analysis.

Figure 3: Micro-Payment Splitting Detection Dashboard
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Figure 3 presents a comprehensive splitting attack visualization comprising four analytical panels. The top-
left panel displays a cumulative amount chart showing total transferred value over time, with legitimate
business operations appearing as gradual linear increases while splitting attacks manifest as rapid step
functions reaching target amounts within compressed timeframes[61]. The top-right panel shows individual
transaction amounts as vertical bars, with splitting attacks displaying characteristic clustering around threshold
values (e.g., $49.99 for $50 limits). The bottom-left panel presents a two-dimensional scatter plot with
transaction count (x-axis) versus cumulative amount (y-axis), with legitimate operations forming gradual
curves while splitting attacks create steep ascents indicating high transaction counts relative to total value[62].
The bottom-right panel displays entropy evolution over sliding windows, with splitting attacks showing
sustained high entropy values exceeding detection thresholds rendered as horizontal red lines[63]. Color
coding throughout uses green for legitimate transactions, yellow for suspicious patterns, and red for confirmed
splitting attacks. The visualization includes annotations highlighting specific attack characteristics such as
amount clustering, interval regularity, and entropy spikes.

Beneficiary analysis identifies suspicious recipient patterns in splitting attacks[64]. Fraudsters distribute split

transactions across multiple beneficiary accounts to avoid single-recipient detection. We construct beneficiary
diversity metrics through Shannon entropy computation over recipient distributions:

Hbeneficiary = - Z p(ri) log(p (ri))
i
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where p(r_i) represents the proportion of transactions directed to recipient r_i. High beneficiary entropy (>3.5
bits) combined with rapid transaction pacing indicates splitting tactics. The combined splitting score integrates
amount entropy, interval regularity, and beneficiary diversity:

H Hpenefici
Seplit = 0.4( 2 ) +0.35(1 = CVipterval) + 0.25 <Hbe“ﬂ>
a,max benef1c1ary max
Scores exceeding S_split > 0.68 achieve 91.7% detection accuracy for micro-payment splitting attacks with
false positive rates below 4.2%.

4.3. Dynamic Threshold Setting for Different Business Scales and Industries

Detection threshold calibration addresses heterogeneity in SME transaction patterns across business scales
and industry sectors. Static thresholds produce excessive false positives in high-volume operations while
missing fraud in low-volume businesses/®). Our adaptive thresholding framework adjusts detection
parameters based on quantitative business characteristics.

Business scale quantification employs three primary metrics: annual transaction volume (V_annual), average

transaction amount (A_avg), and customer base size (C_count). These metrics combine into a composite scale
score:

Scale = log(Vannual) + 0.5 log(Aan) + 0.310g(Ceount)
The logarithmic transformation normalizes skewed distributions across businesses ranging from sole
proprietorships (Scale = 8) to medium enterprises (Scale = 14). Scale scores partition businesses into five
categories enabling category-specific threshold settings.

Table 6: Industry-Specific Thresholwd Calibration Parameters

Velocit .
nasry  Teshid R G el oV
Retail 1.0 4.9 1.8 0.4
Manufacturing 23 5.4 24 0.5
Frofessional 3.1 5.8 2.8 0.6
Healthcare 1.8 5.2 2.1
Hospitality 1.4 5.0 1.9 0.42
E-commerce 0.8 4.7 1.6 0.38

Threshold multipliers scale base detection parameters according to industry norms. Manufacturing operations
exhibit higher legitimate transaction variability requiring elevated thresholds (multiplier = 2.3) compared to
e-commerce platforms with standardized transaction patterns (multiplier = 0.8). These multipliers apply to
velocity thresholds, with final detection boundaries computed as:

Thresholdg,, = Thresholdy,ge - Industrypipiier * Scalegacor
where Scale factor ranges from 0.7 (small businesses) to 1.5 (medium enterprises).

Seasonal adaptation mechanisms adjust thresholds during high-variability periods including holiday seasons,
promotional campaigns, and fiscal year-ends'*®.. We implement multiplicative seasonal decomposition:

Transaction,gern = Trend - Seasonal - Residual

The seasonal component S t captures periodic variations, enabling threshold relaxation during high-volume
periods. Thresholds multiply by seasonal adjustment factors:

Thresholdgg,sona1 = Thresholdy,g. (1 + 0.3 - S;)

where S_t ranges from -1 (low season) to +1 (peak season). This adaptation reduces false positives during
legitimate business surges while maintaining fraud detection sensitivity.
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Learning rate parameters control threshold adaptation speed in response to evolving business patterns. The
exponentially weighted moving average updates baseline statistics:

Baseline,,, = o - Current, . + (1 — ) - Baseline,q

with learning rate o = 0.05 for stable businesses and o = 0.15 for growth-phase enterprises. Rapid learning
enables quick adaptation to legitimate business evolution while slow learning maintains stability against
adversarial adaptation attempts.

Confidence interval-based thresholding provides statistical rigor in fraud detection decisions. We compute
95% confidence intervals for each temporal feature using bootstrap sampling (1000 iterations) of historical
transaction data. Fraud alerts trigger when current feature values fall outside these confidence bounds,
providing probabilistic detection guarantees'‘”!. The confidence level adjusts based on fraud risk tolerance,
with high-security applications employing 99% intervals while balancing false positives.

S. Experimental Evaluation and Discussion
5.1. Dataset Description and Feature Engineering

The experimental validation employs real-world transaction data collected from 3,200 SMEs across six
industry sectors spanning January 2023 to December 2024. The dataset encompasses 847,000 transaction
sequences with confirmed fraud labels obtained through manual investigation and customer dispute
resolution!®®, Fraud prevalence averages 1.3% across the dataset, ranging from 0.8% in professional services
to 2.1% in e-commerce operations. Geograg)hic distribution covers North American SMEs with annual
revenues between $500,000 and $50 million[®”’.

Data preprocessing addresses missing values, outliers, and temporal alignment!’%!. Missing timestamp records
(0.7% of transactions) undergo imputation through interpolation based on surrounding transaction timing!’"!.
Amount outliers exceeding 5 standard deviations from merchant-specific means receive manual verification,
resulting in correction of 134 data entry errors’?l. Temporal alignment standardizes timestamps to UTC,
eliminating timezone inconsistencies across geographical[l; distributed operations!’*!.

Feature engineering constructs 47 temporal features organized into five categories. Interval-based features
include mean, median, standard deviation, skewness, kurtosis, and percentiles (5th, 25th, 75th, 95th) of inter-
transaction times. Amount features capture transaction value statistics, velocity measures, and distribution
characteristics’*. Behavioral consistency features quantify KL divergence, cosine similarity, and Markov
chain metrics. Entropy features compute Shannon entropy, approximate entropy, and sample entropy for both
amounts and intervals. Session fgatures incorporate authentication patterns, device fingerprints, and
geolocation datal”].

5.2. Performance Analysis of Temporal Feature Combinations

Classification performance evaluation employs stratified 5-fold cross-validation with temporal splitting
ensuring training data precedes test data chronologically!’®l. Performance metrics include detection rate
(recall), precision, F1-score, and area under the ROC curve (AUC). The evaluation prioritizes detection rate
given the severe consequences of missed fraud cases compared to false positive costs.

Temporal feature combinations demonstrate superior performance compared to amount-only baselines. The
full temporal feature set achieves 94.3% detection rate with 2.1% false positive rate, representing 27.8%
improvement over amount-threshold methods (detection rate 73.7%, false positive rate 5.4%). AUC analysis
reveals temporal features providing 0.91 discrimination power compared to 0.78 for amount features alonel’”,

Feature importance analysis through random forest models identifies velocity measures, behavioral

consistency scores, and entropy metrics as most discriminativel’®). Velocity features contribute 28.4% of total

feature importance, consistency metrics provide 23.7%, and entropy measures account for 19.3%. Interval

statistics contribute 16.8% while session features provide 11.8%. The concentrated importance distribution

(siuggegts_potential for dimensionality reduction through feature selection without substantial performance
egradation.

Ablation studies quantify individual feature category contributions through systematic removal experiments.
Removing velocity features reduces detection rate to 87.6%, representing 6.7 percentage point degradation.
Consistency metric removal produces 89.3% detection rate, while entropy feature elimination yields 90.1%
performancel’”). These results confirm the complementary nature of temporal feature categories, with optimal
performance requiring multi-faceted temporal analysis.

Computational efficiency measurements demonstrate real-time deployment feasibility. Feature extraction
processes 15,243 transactions per second on standard server hardware (Intel Xeon E5-2680 v4, 2.4 GHz, 64
GB RAM). Model inference executes at 18,976 predictions per second using gradient boosting classifiers with
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500 trees®®). End-to-end latency including feature computation, model prediction, and alert generation
averages 3.7 milliseconds per transaction, meeting real-time requirements for payment processing systems.

5.3. Practical Implications and Balance Between Security and Business Continuity

Deployment considerations address the practical challenges of implementing temporal fraud detection in
operational SME environments®!). The primary tension involves balancing security objectives against
business continuity requirements. Overly aggressive fraud detection creates friction in legitimate transactions,
potentially blocking time-sensitive payments and damaging customer relationships. The adaptive thresholding
framework addresses this challenge through business-specific calibration reducing friction while maintaining
security.

False positive management employs tiered response protocols based on fraud confidence scores. Low-
confidence alerts (0.5 < score < 0.7) trigger silent monitoring without transaction blocking, enabling pattern
observation while maintaining business %Iow. Medium-confidence alerts (0.7 <score <0.85) initiate ad(ﬁtional
authentication requirements including one-time passwords or confirmation emails. High-confidence alerts
(score > 0.85) block transactions pending manual review, with average review completion times of 2.3 hours
during business hours.

Integration strategies facilitate adoption in existing payment infrastructure through API-based deployment.
The detection system operates as a microservice consumin% transaction streams via REST endpoints, returnin

fraud scores and feature explanations for each transaction!®?. This architecture enables gradua%) rollout througl%
shadow mode operation where detection runs parallel to existing systems without affecting transaction
processing. Performance validation in shadow mode builds confidence before switching to enforcement mode.

Cost-benefit analysis demonstrates substantial return on investment for SMEs implementing temporal fraud
detection. Average fraud losses decrease from $127,000 annually to $18,000 following deployment,
representing 85.8% loss reduction. Implementation costs including software licensing, integration
development, and ongoing maintenance average $15,000 annually. The net benefit of $94,000 per SME
validates economic feasibility across business scales.

Training requirements for fraud investigation teams involve understanding temporal feature interpretations
and response protocols. Investigation dashboards present temporal features with visual explanations enabling
non-technical analysts to assess fraud likelihood. Training programs require 8 hours of initial instruction plus
quarterly refresher sessions maintaining investigation quality. User acceptance testing with 47 fraud analysts
demonstrates 91.3% satisfaction with system usability and explanation quality.
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